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Time: 3 hrs. . ,,, 
Mu*. Marks:100

Note: Answer any ffiI@full questions. 
.r,1*-....,

,:,1..ii1,,,r:'lr ."- "',1. a. Briefly explain the components of Enteryri$e Information Security F'b,lfcy (EISP), (10 Marks)

b. With a neat diagram, explain the co$ponents of contingency Ffanrting. (10 Marks)'' -:.

'"'* ":'

Z a. Explain how the firewalls hp"ffi; ca@goraedbased on$$cessing modes. (10 Marks)

b. Briefly explain how remote coi ections can be protectedl' (06 Marks)

c. Explain any 2 architectut#l,,,iimplementations of firew,alls. (04 Marks)

.-"
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lnformation and Netwoil( Security

Explain the differdt#, detection methods usedbyon IDPS. (10 Marks)

Briefly explaifi:ho#'a Host Based IDPS,.'.('HIDPS) can be used to monitor a particular

computer or,$e$yef. (04 Marks)

c. Briefly .{p{*,ip the different control strategies used by IDPS-

,::: '1 " ;l!

Briefiy.',+explain the different catd,$qies of attacks on gyqtb"systems-

Exnlain with an examole encrvDaidn and decrwtion can be done usirExplain with an example encrylpt decryptioneiih e done using,Vernam ciph31,
t.l.i:::::::::::::::,, (08 MafkS)

c. Briefly explain how wirebd'$,,network can be seouied using Wi-Fi ip,rfolected Access (!VPA)'
(04 Marks)

ii) Security,Methanism iii) Sec.urity service. Explain security
,,,r;rrr1rr,,.l1ir,\,

b.

c.

lS version 4. ,,:,,

_ 
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a. List therrdiflerent servicee.,,6 red by PGP and also mention the algorithm used for each

sefyiCe. ,,,,,,,,..,r,i,,,, (06 Marks)

b,t,,fior1utn PGP Mess.ag_e.giiheration and PIGP message reception using and private key rings.
(08 NIarks)

f.:, 'exphin the differqa-t functions provided by S/MIME. (06 Marks). ",\..

;iiti"

a. With a diiigdexplain the lP$CDocument overview. (08 Marks)

b. Explain IPSdc Authentication'header. (06 Marks)

c. Discuss the need for Oakto ,:,'algorithm and its important features. (06 Marks)

a. Discuss the components of SET with diagram. (10 Marks)

b. Explain how th€=alert protocol is used to convey SSL related alerts to the peer entity and

also list the alit.rJt that are fatal. (10 Marks)

d. d. * r|( :1.


